Abstract-This paper investigates and quantifies the advantages of a Full-Duplex (FD) transmitter/receiver pair in improving the secrecy rate of the system. We consider a linear precoder design for a multiple-input multiple-output Gaussian wiretap channel, which comprises two legitimate nodes, i.e., Alice and Bob, operating in FD mode and exchanging confidential messages in the presence of a passive eavesdropper. Using the sum secrecy degrees of freedoms (sum SDoFs) as metric, we formulate an optimization problem with respect to Alice's and Bob's precoding matrices. In order to solve this problem, we first propose a cooperative secrecy transmission scheme, whose feasible set is sufficient to achieve the maximum sum SDoF. Based on that feasible set, we then determine in closed form the maximum achievable sum SDoF and also provide a method for constructing the precoding matrix pair, which achieves the maximum sum SDoF. The latter pair would be near-optimal in terms of the achievable secrecy sum rate in the high signal-to-noise ratio (SNR) regime. By providing the maximum achievable sum SDoF as a function of the number of antennas, one could select the optimal system parameters to further maximize the achievable sum SDoF. We use simulations to evaluate the performance of the proposed precoding matrices in realistic channel scenarios and at various levels of the SNR.
I. INTRODUCTION
F ULL-DUPLEX (FD) technology for wireless communications have been attracting increasing attention due to its potential to double spectral efficiency. Traditionally, practical systems have avoided FD due to challenges associated with the inherent self-interference. However, this might be changing, as there is a dominant class of short-range systems with low-power transmitters, such as small-cell systems and WiFi, and for which self-interference can be manageable [1] , [2] . In the context of physical layer secrecy, introducing jamming signals in the form of artificial noise, transmitted by the message source [3] , [4] , or by additional external helpers [5] - [11] , is an effective way to improve secrecy; those signals can be designed to degrade the eavesdropper's (Eve) channel without affecting the legitimate channel. Recently, FD nodes have been explored for the purpose of achieving secure communications. The works of [12] - [14] consider an FD receiver (Bob), who transmits jamming signals overlapping in time and frequency with the source's (Alice) signal. Jamming by an FD receiver does not have to rely on external helpers, who may not be trustworthy, or may be moving and thus hard to keep track of. Multi-antenna techniques have been used to further boost the potential benefits of using an FD receiver. Specifically, [15] - [17] proposed algorithms for maximizing the secrecy rate over the covariance matrix of jamming signals, while [18] studied the maximum secrecy degrees of freedom (S.D.o.F.) and its relation to the number of antennas at each node.
Using an FD transmitter as well as an FD receiver has the potential to substantially improve the achievable secrecy rate. In [19] - [27] the co-channel interference (CCI) created by the bidirectional communication is exploited as an alternative to jamming for the purpose of degrading Eve's channel. In particular, the works of [19] - [22] investigate the problem of secret communications from the coding point of view, while [23] - [27] follow a signal processing perspective. Reference [23] consider the case in which each FD node transmits with one antenna and receives with another, and propose power allocation schemes for maximizing the achievable secrecy sum rate; [24] - [26] consider the case in which each FD node transmits with multiple antennas and receives with a single antenna, and propose a beamforming design that maximizes the achievable secrecy rate; [27] consider the general multi-input multi-output (MIMO) case in which each FD node transmits and receives with multiple antennas, and propose a beamforming design that minimizes the transmit power subject to certain quality of service (QoS) requirements.
In this paper, we study the advantages of FD for a general MIMO Gaussian wiretap channel, i.e., a network comprising two FD legitimate nodes Alice and Bob, and a passive eavesdropper Eve equipped with multiple antennas. We examine the problem of secure communications under a weak secrecy criterion, which ensures that Eve obtains a negligible rate of information. Unlike [27] , which assumes that each transmitter sends a single stream and tries to minimize the transmit power subject to certain QoS requirements, we consider multiple signal streams, and target at maximizing the achievable secrecy sum rate via proper design of precoding matrices for Alice and Bob. Due to the self-interference, the achievable secrecy rate of each link is a nonlinear fractional function of the precoding matrices. Since maximizing the secrecy sum rate is a rather difficult problem to solve, we consider as a surrogate metric the sum S.D.o.F., which represents the rate at which the achievable secrecy sum rate scales with log(P) in the high signal-to-noise ratio (SNR) regime.
Our main contributions are summarized as follows. We assume that the receivers cannot perform multiuser decoding and propose a linear precoding scheme for Alice and Bob, which achieves the maximum sum S.D.o.F.. The scheme is derived via the following steps. First, we propose a cooperative secrecy transmission scheme, via which the message signals from Alice and Bob are aligned along the same receive subspace of Eve. We then prove that the maximum sum S.D.o.F. can be achieved by precoding matrices which include the largest possible number of linearly independent and interference free precoding vectors produced by the proposed cooperative scheme. Subsequently, we divide the candidate precoding vector pairs into several subsets, and prioritize them based on their potential to achieve a greater sum S.D.o.F.. For each subset, we provide the number of linearly independent pairs and their mathematical description. Finally, we give an algorithm (see Table IV ) for selecting the precoding pairs from the various subsets, so that the sum S.D.o.F. is maximized. We also determine the maximum achievable sum S.D.o.F. as a function of the number of antennas (see equations (27) - (30)); based on those equations, one could select the system parameters that further maximize the achievable sum S.D.o.F.. Our analytical results show exactly how the secrecy sum S.D.o.F. depends on the number of antennas at Alice, Bob and Eve.
Relation to literature: The considered FD bidirectional communication can be regarded as a two-user interference channel in the presence of an external eavesdropper. This kind of interference wiretap channel has also been studied in [28] - [33] . In [28] - [30] only one user needs to establish secure communication against Eve. The analysis methodology in this paper is along the lines of [30] . However, in this paper the problem is different because unlike [30] , Eve has interest in both source signals. This makes the S.D.o.F. region maximization problem significantly more difficult. In particular, the problem becomes equivalent to two nonlinear fractional problems (each corresponding to the secrecy rate of a wiretap channel). Therefore, the S.D.o.F. region maximization problem is more complicated and the result cannot be obtained through a straightforward extension of [30] . In [31] - [33] all the users expect to establish secure communication against Eve. [31] , [32] consider the single-antenna case and examine the achievable secrecy degrees of freedom by applying interference alignment techniques, while [33] considers the general MIMO case and proposes iterative algorithms to improve the achievable sum secrecy rate. We will compare the proposed scheme and the algorithm proposed by [33] in terms of the achievable sum secrecy rate later in the numerical result section.
The rest of this paper is organized as follows. In Sec. II, we describe the system model and formulate the sum S.D.o.F. maximization problem. In Sec. III, we propose a secrecy cooperative transmission scheme, and prove that its feasible set is sufficient to achieve the maximum sum S.D.o.F.. In Sec. IV, we divide the feasible set of precoding vectors into several subsets. For each subset, we derive the formulas of the precoding vectors and determine the number of linearly independent candidate precoding vectors. In Sec. V, we give the maximum achievable sum S.D.o.F. as a function of the number of antennas, and we also provide a method for constructing the precoding matrix pair which achieves the maximum sum S.D.o.F.. Sec. VI provides secrecy sum rate comparisons, via simulations, of the proposed scheme against existing ones when applied to realistic channel scenarios and various levels of SNR. Conclusions are drawn in Sec. VII.
Notation: x ∼ CN (0, ) means x is a random variable following a complex circular Gaussian distribution with mean zero and covariance ; a denotes the largest integer which is less or equal to a; (a) + max{a, 0}; min + {a, b} (min{a, b}) + . We use lower case bold to denote vectors; C N×M indicates a N × M complex matrix set; A T , A H , tr{A}, rank{A}, and |A| stand for the transpose, hermitian transpose, trace, rank and determinant of the matrix A, respectively; A(:, j ) indicates the j -th column of A; span(A) and span(A) ⊥ are the subspace spanned by the columns of A and its orthogonal complement, respectively; dim{span(A)} represents the number of dimension of the subspace spanned by the columns of A; null(A) denotes the null space of A;
(A) denotes the orthogonal basis of null(A); A ⊥ denotes the orthogonal basis of null(A H ); span(A) ∩ span(B) denotes the intersection of the subspaces span(A) and span(B); span(A) \ span(B) {x|x ∈ span(A), x / ∈ span(B)}. I represents an identity matrix with appropriate size.
II. SYSTEM MODEL AND PROBLEM STATEMENT
We consider a MIMO Gaussian wiretap channel (see Fig. 1 Existing self-interference cancellation techniques include direct subtraction in the analog/digital-circuit-domain, and transmit beamforming and antenna isolation in the propagation-domain [1] . Subtracting self-interference requires extra circuitry and power, which significantly increases the system complexity. While sophisticated digital processing techniques could help relieve this concern, due to hardware limitations, e.g., limited dynamic range of the analog-todigital converter, the self-interference can only be suppressed to some extent in the digital-circuit-domain. A more effective way of canceling self-interference is suppression in the propagation-domain before the interference manifests in the receive chain circuitry [1] . In this paper, we only consider self-interference cancellation in the propagation-domain. In particular, the effect of residual self-interference by antenna isolation is modeled by the loop interference model as in [15] , with parameter ρ, (0 < ρ ≤ 1), denoting the level of self-interference.
The signal received at Alice and Bob can be expressed respectively as
The signal received at Eve can be expressed as
Here, V a and V b are the precoding matrices at Alice and Bob, respectively; n a , n b and n e are independent AWGN vectors, and represent the measurement noise at Alice, Bob 
denote the transmit covariance matrices of Alice and Bob, respectively. We should note that the rate results in (3a) and (3b) are obtained under the assumption of linear precoding schemes. A greater rate may be achieved by structured signalling of [32] , which, however, is out of the scope of this paper.
Since the eavesdropper cannot perform multiuser decoding, its maximum achievable rate equals
where
According to of [19, Corollary 2] , one can see that for Gaussian channels the maximum achievable sum secrecy data rate equals the difference between the sum achievable transmission rate to the legitimate receivers and that to the eavesdropper. Moreover, by assumptions the receivers treat the multiuser interference simply as noise, which indicates that the covariance matrix of self-interference should appear in the rate expression. Applying the above discussions to the MIMO scenario, we obtain the expression as follows,
Generally, the determination of the maximum achievable secrecy rate for a wiretap channel with multi-antennas at each terminal is a non-convex problem. For the purpose of exhibiting the results in a provable way, we choose to use the achievable S.D.o.F. as an alternative performance metric. According to [35] , the maximum achievable sum S.D.o.F. is defined as the rate at which the achievable secrecy capacity scales with log(P) in the high SNR regime. Applying this definition to (5) , one can see that the maximum achievable sum S.D.o.F. over the precoding matrices is
, and P denotes the transmit power budget.
In this paper, we aim to determine d max s as a function of the number of antennas, and thus provide some insight into the potential benefits of FD operation. To achieve that objective, in the following sections, we will first introduce a cooperative transmission scheme which can achieve the maximum sum S.D.o.F.. Subsequently, by studying the cooperative transmission scheme, we will determine d max III. COOPERATIVE SECRECY TRANSMISSION SCHEME Before proceeding, please refer to Appendix A for some mathematical background on generalized singular value decomposition (GSVD), which is needed in the following.
Lemma 1: For the precoding matrix pair
with
Proof: The proof can be obtained along the lines of the proof [30, eq. (13a)].
With Lemma 1, one can see that the achievable S.D.o.F. for each legitimate channel is equal to the dimension difference of the interference free subspaces which the intended destination and Eve can see. Motivated by this observation, we propose a cooperative secrecy transmission scheme in which the message signals from Alice and Bob are aligned along the same receive subspace of Eve. In this way, Eve can only see a distorted version of the message signal, and thus both R e a and R e b
converge to a constant as P approaches infinity. The set of precoding matrix pairs that meet the requirements of the proposed scheme can be expressed as follows:
It turns out that the proposed scheme is sufficient to achieve the maximum sum S.D.o.F.. Details are given by the following proposition. Via Proposition 1, we exclude a large number of precoding matrices, which have no contribution to the maximum achievable value of the sum S.D.o.F, and thus reduce the number of precoding matrices we need to investigate. In the following, we give Corollary 1, via which we further reduce the candidate set of precoding matrices.
s . For more details, please see Appendix C.
Remark 1: We should note that for the purpose of maximizing the achievable S.D.o.F, the effect of Bob sending a message signal is stronger than Bob acting as a cooperative jammer. This can be seen as follows. Assume that Bob sends artificial noise for the purpose of maximizing the achievable S.D.o.F.. According to our earlier work of [29] , in order to hide Alice's message from Eve, Bob will coordinate its jamming signals with Alice's signals so that those signals are aligned along the same receive subspace of Eve. However, Bob can achieve the same effect with a message-carrying signal without changing its precoding matrix; due to the co-channel interference Eve cannot see an interference-free receive subspace. Moreover, by sending a message-carrying signal instead of noise, the achievable S.D.o.F. would increase since Bob's signal would also carry a message to Alice. This contradicts the assumption that Bob acting as a cooperative jammer would maximize the achievable S.D.o.F..
Remark 2:
If Eve is capable of performing multiuser decoding, e.g., Eve chooses to decode Alice's message first, then Bob's message could be decoded without interference. That is, Bob's message cannot be secured using Alice's message at Eve. Thus, Bob sending a message signal will achieve a same S.D.o.F. as Bob acting as a cooperative jammer. Next, we will discuss if Bob sending a sum of message signal and jamming signal could help further increase the achievable S.D.o.F.. Intuitively, the necessary conditions of Bob → Alice offering a positive S.D.o.F. is that, Bob's message signal and jamming signal span different receive subspaces of Alice, and meanwhile they are aligned in the same receive subspace of Eve. If N e is no less antennas than N t b , those two necessary conditions cannot be true at the same time. If N t b is greater, it is possible to find beamforming vector pairs which satisfy those two necessary conditions simultaneously; in that case Bob sending a sum of message signal and jamming signal may help further increase the achievable S.D.o.F.. The extension to that case is not easy, and we will give it in the future work.
IV. FEASIBLE SET OF PRECODING VECTOR
PAIRS OF THE PROPOSED SCHEME
The combination of Proposition 1 and Corollary 1 indicates that for the purpose of obtaining the maximum sum S.D.o.F., we only need to investigate the maximum achievable sum S.D.o.F. over the set of precoding matrix pairsÎ.
For the precoding matrix pairs (V a , V b ) ∈Î, Eve cannot see an interference-free receive subspace, which, combined with Lemma 1, indicates that the achievable S.D.o.F. that the channels Alice→Bob and Bob→Alice can offer, respectively equal
Since all the channel matrices are assumed to be full rank, (10a), (10b) can be re-expressed as
where the first term in the min operator denotes the dimension of the interference free subspace Bob and Alice can see, respectively; the second term in the min operator represents the number of message signal streams Some observations are in order. First, when the message signal sent by one source falls into the null space of the eavesdropping channel, say, G a v a = 0, the interference from the other source cannot degrade any further the eavesdropping channel because Eve already receives nothing; in those cases we may take the precoding vector at the other source to be zero, which indicates that H bb v b = 0. Thus, we only need to further divide the set of G a v a = 0 into two subsets, i.e., the case of H aa v a = 0 and the case of H aa v a = 0. Similar discussions apply to the case of G b v b = 0. Second, for the case of G a v a = 0, we further consider four subsets, according to whether H bb v b = 0 or not, and whether H aa v a = 0 or not. Motivated by these observations, we consider eight subsets as in Table I , namely, Sub 11 ,…, Sub 14 , Sub 21 ,…, Sub 24 .
Next, we first derive the expressions for v a and v b in each subset. As it will become clear, the formula for (v a , v b ) in 
A. The Expressions for v a and v b in Each Subset
Following similar derivations of the precoding vector pairs in [30] , we arrive at the following conclusions.
1) Sub 11 : The expression of v a in Sub 11 is
with z being any nonzero vectors with appropriate length.
2) Sub 12 : In Sub 12 we only consider the following vectors,
3) Sub 13 : The expression of v b in Sub 13 is
4) Sub 14 : The expression of v b in Sub 14 is 
B. The Number of Linearly Independent Candidate Precoding Vector Pairs in Each Subset
Since all the channel matrices are assumed to be full rank, and by (12)(13)(14)(15), it respectively holds that H bb ) ). Therefore,
The above arguments also apply to Sub 22 , Sub 23 and Sub 24 . Thus, the equalities in (20a)-(20d) hold true.
On the other hand, on combining the equations Sub 21 and Sub 22 should satisfy in Table I , it holds that 
On combining the equations Sub 21 and Sub 23 should satisfy in Table I , it holds that
Thus,
On combining the equations Sub 21 , Sub 22 and Sub 23 should satisfy in Table I 
Regarding the priority of Sub 2 j , j = 1, . . . , 4, Sub 21 ranks the highest and Sub 24 ranks the lowest. Therefore, all the inequalities in (21)- (24) hold true. Based on the above discussions, and using (33d), Table II , v b ) from the subset with higher priority as possible. When there are no more available pairs in a given subset, we will consider the next subset in terms of priority. Therefore, the key point in the construction of (V a , V b ) is to decide the priorities of the eight subsets of Table I . For the purpose of helping understand the priority of each subset, and based on (25a), (25b), we introduce three variables, i.e., Table III. Based on Table III , one can see that Sub 21 has the highest priority. In what follows, we will prove that Sub 21 has higher priority than Sub 11 (to be denotes as Sub 21 Sub 11 ). The proof of the other priorities are similar and thus omitted. On combining Table III 14 , since it holds that a ≤ b, with pairs from those subsets we will first achieve the equality in (25a). After the equality in (25a) is met, the achievable sum S.D.o.F. remains constant. 1 The rankings of Sub 12 and Sub 14 will not affect the achievable sum S.D.o.F., since for both of them it holds that a = b = c = 1. In this paper we pick pairs from Sub 12 prior to Sub 14 .
With similar analysis as that in the case of d 22 6 and q 7 can be written as in (26) shown at the bottom of this page.
From Table I , one can see that for precoding vector pairs from Sub 14 , Sub 23 and Sub 24 , it holds that H bb v b = 0, which combined with (11a), indicates that
From Table I , one can see that for precoding vector pairs from Sub 12 , Sub 22 and Sub 24 , it holds that H aa v a = 0, which combined with (11b), indicates that
Therefore, the maximum achievable sum S.D.o.F. is Table II , the maximum number of linearly independent precoding vector pairs in each subset is d 11 (27) , with the places ofd 23 and d 22 in (26) exchanged.
ii) The discussion for the subcase of N r b < N r a is omitted since it is similar to that for the subcase of N r b ≥ N r a . In this case and based on Table II 8, 2) and N e = 5. Based on Table II , the number of candidate precoding vector pairs in each subset is d 11 
B. N t
Since Sub 13 Sub 22 Sub 14 , the precoding vector pairs of Sub 13 are the first consideration. Thus, we first pick one precoding vector pair from Sub 13 , i.e, (v 1  a , v 1  b ) . The dimension of the remaining interference free receive subspace of Alice and Bob are N r a − 1 = 5 and N r b − 0 = 2, respectively. For the remaining pairs, we stop after we take two more from Sub 22 
, since additional precoding vectors will introduce extra CCI without increasing the sum S.D.o.F.. For Sub 13 , it holds that H bb v 1 b = 0; for Sub 22 , it holds that In this case and based on Table II , it holds that 21 has the highest priority. Thus, we only need to consider the rankings of Sub 23 , Sub 11 , Sub 12 and Sub 14 .
Based on Table I , one can see that adding precoding vector pairs from Sub 11 will not introduce interference, while adding vectors from other subsets will do. Therefore, we first pick pairs from Sub 21 ∪ Sub 11 . We keep adding until there are no more available pairs in Sub 21 ∪ Sub 11 , and then consider pairs from Sub 23 ∪ Sub 12 ∪ Sub 14 . For the case in which Bob has a greater dimension of available interference free receive subspace, Sub 23 has higher priority than Sub 12 ∪ Sub 14 . For the other cases, we will first achieve the equality in (25a). After the equality in (25a) is met, the achievable sum S.D.o.F. stays constant. Moreover, adding one pair from Sub 23 12 and Sub 14 , respectively. We stop picking until further adding precoding vector pairs cannot increase the achievable sum S.D.o.F.. Then, the expressions of η 1 , η 2 , η 3 , η 4 , and η 5 are as follows: From Table I , one can see that for precoding vector pairs from Sub 14 and Sub 23 , it holds that H bb v b = 0, which combined with (11a), indicates that
From Table I , one can see that for precoding vector pairs from Sub 12 , it holds that H aa v a = 0, which combined with (11b), indicates that
Therefore, the maximum achievable sum S.D.o.F. is
In this case and based on Table II 
From Table I , one can see that for precoding vector pairs from Sub 14 , it holds that H bb v b = 0, which combined with (11a), indicates that
Example 3: 7, 4) and N e = 2. Based on Table II , the maximum number of linearly independent precoding vector pairs in each subset is d 11 14 , we first pick two precoding vector pairs from Sub 21 , followed by one precoding vector pair from Sub 11 , and then one precoding vector pair from Sub 13 . As to the remaining subsets, i.e., Sub 12 and Sub 14 , we can only take one more precoding vector pair, because the remaining receive signal dimensions at Alice and Bob are N r a − 3 = 1 and N r b − 3 = 1, respectively. With the precoding matrix pair composed of those precoding pairs picked above, a sum S.D.o.F. of 7 can be achieved.
Summarizing the above discussion, an algorithm for constructing (V a , V b ) that achieve the maximum sum S.D.o.F. is given in Table IV (27)- (30)), and also we find, with the numerical search method, the maximum achievable sum In Fig. 3 , we randomly generate the number of antennas, i.e., N a , N b and N e . For each generation, we calculate and plot the achievable S.D.o.F. result for the case in which both Alice and Bob operate in the half-duplex (HD) mode, i.e., the maximum value of min((N a − N e ) + , N b ) and min((N b − N e ) + , N a ) [36] . And also, by one-dimensional search over the transmit/receive antenna allocations at Alice and Bob, and based on equations (27)- (30), we select the optimal system parameters that further maximize the achievable sum S.D.o.F., based on which we plot the result labeled as "Optimal system parameters". Fig. 3 has validated the potential benefits that could be brought by a FD transmitter/receiver in terms of the achievable S.D.o.F..
VI. NUMERICAL RESULTS
The proposed scheme achieves the maximum sum S.D.o.F., which means that in the high SNR regime, it is near-optimal in terms of the achievable secrecy sum rate. As SNR decreases, the gap in achievable secrecy rate between the proposed scheme and the global optimal one gradually increases. Since determining the exact maximum achievable secrecy rate of a MIMO wiretap channel is still an open problem, we cannot compute the gap analytically. For the purpose of examining the advantages of the proposed scheme when applied to realistic channel channels and various levels of SNR, in this section we use the achievable secrecy sum rate as the performance metric. We also provide secrecy sum rate comparisons of the proposed scheme against some other schemes, i.e., the one-way scheme, the wiretapped signal leakage minimization (WLSM) scheme by [33] , the match filter (MF) scheme and the zeroforcing (ZF) scheme. In particular, the one-way scheme can be regarded as a special case of the proposed scheme where only Bob operates in FD mode. The WLSM scheme, as well as the proposed scheme, aims at providing secret communications over a two-user interference channel in the presence of a passive eavesdropper; it optimizes the transmit/receive filters iteratively, for the purpose of minimizing the sum of the co-channel interference power and the message signal power leaked to Eve. Since the proposed scheme provides closedform precoding matrices, it has a computational advantage over the WLSM scheme. The other two schemes, i.e., the MF and ZF schemes, they also provide closed-form precoding matrices. In particular, for the MF scheme, we select the eigenvector corresponding the maximum eigenvalue of the legitimate channels, i.e., H ab and H ba , as the beamforming vector. For the ZF scheme, we select the vector falling into the null space of the self-interfering channels, i.e., H aa and H bb , as the beamforming vector.
We consider a system model as illustrated in Fig. 4 . Alice and Bob are fixed at coordinates (−R, 0) and (R, 0) (unit: meters), R = 5, respectively. Eve moves in two directions, i.e., along the x-coordinate from (−15, −R) to (15, −R), and along the y-coordinate from (0, 2R) to (0, 0). Results are obtained over 10, 000 Monte Carlo runs as follows. In each run, the channels are modeled as multipath flat fading. The effect of the channel between any transmit-receive pair on the transmitted signal is modeled by a multiplicative scalar of the form d −c/2 e j θ [37] , where d is the distance between the two nodes, c is the path loss exponent and θ is a random phase, which is taken to be uniformly distributed within [0, 2π). The value of c is typically in the range of 2 to 4. In our simulations we set c = 3.5. We assume that the distances of different combinations of transmit-receive antennas corresponding to the same link are the same, and as such the corresponding path loss is the same. The transmit power of each transmitting node is P = 0dBm. At each source, power is equally allocated between different signal streams. The noise power level is set as σ 2 = −60dBm. Unless otherwise specified, we set N t a = 3,
According to Table III , Table IV , with which we compute the achievable secrecy transmission rate of each user according to (5) . In the one-way scheme, we set N t a = 5, N t b = 1 and N r b = 4. The one-way scheme can be regarded as a special case of the proposed scheme where only Bob operates in FD mode, and thus we rerun the simulations by Table IV . We should note that by Table IV, the maximum achievable S.D.o.F. of the one-way scheme for different number of transmit/receive antennas at Bob and subject to N b = 5, is equal to 1.
Figs. 5-7 illustrate the average achievable secrecy transmission rate versus the position of Eve along the x-coordinate, for different values of the self-interference parameter ρ. It shows that the proposed transmission scheme outperforms all the other schemes. This is because, as compared with the MF and ZF schemes, we take the secrecy constraints into account; as compared with the one-way scheme which considers an FD Bob, we consider both Alice and Bob operating in FD mode; as compared with the WLSM scheme which is based on a more stronger condition, i.e., minimizing the signal power received by Eve, we only require the alignment of signals from Alice and Bob along a same receive subspace of Eve. Interestingly, for the case of x = 0, the proposed schemes achieve a local maximum secrecy transmission rate, while the other schemes achieve a minimum secrecy transmission rate. This suggests that, the positions with x = 0 are the most favorable ones. On comparing Figs. 5-7, one can see that the average achievable secrecy transmission rate of the proposed scheme degrades slightly with an increasing value of ρ, while that of WLSM scheme degrades sharply. This suggests that as compared with the WLSM scheme, the proposed scheme is more robust to self-interference. Fig. 8 illustrates the average achievable secrecy transmission rate versus the position of Eve along the y-coordinate for the strong self-interference case. It can be seen that, for both cases and with a decreasing value of y, the achievable secrecy transmission rate of the proposed scheme remains constant. In contrast, the achievable secrecy transmission rate of the other schemes dropps sharply, and it is almost zero as y approaches zero. This can be explained as follows. As Eve moves along the y axis and comes closer to both Alice and Bob, the message signal power received by Eve improves. The proposed scheme aligns the message signal and the co-channel interference signal at Eve, and thus keeps Eve's eavesdropping capability constant. In contrast, the other schemes do not perform such signal alignment, and so their achievable secrecy transmission rate decreases.
According to existing knowledge on wireless communications, in order to tell apart all the signal steams, the sum number of signal streams which the legitimate receiver receives should be no greater than the total number of receive antennas, i.e,
Indeed, a sufficient condition for the proposed scheme to stop adding vectors is that both (31a) and (31b) are violated.
In Fig. 9 , we compare the average achievable secrecy rate of two different schemes, i.e., the proposed scheme, and the proposed scheme subject to (31a) and (31b). Here, we set Fig. 9 shows that, except for the case in which Eve is in a medium distance from Alice or Bob, the proposed scheme outperforms that with constraints. This can be explained as follows. First, when Eve is close to Alice and Bob, the co-channel interference is strong, and it helps shield the message signal from Eve. Thus, the proposed scheme, which achieves a greater sum S.D.o.F., outperforms the scheme with the constraints of (31a) and (31b). Second, when Eve moves to the left and in a medium distance from Bob, the co-channel interference power at Eve due to Bob becomes smaller, and considering multiple signal streams at Bob would worsen this situation; it would result in worse shielding of the message signal from Alice. Thus, the scheme with the constraints of (31a) and (31b) outperforms the proposed scheme. Third, when Eve is far enough away from Alice and Bob, it almost receives nothing. Thus, the message signals from Alice and Bob are naturally secure. These observations suggest that, in contract to its harmful role in the network without secrecy constraints, CCI can act positively in a network with secrecy constraints.
A. The Achievable Secrecy Sum Rate With Imperfect CSI
Next, we examine the secrecy rate performance in the presence of imperfect channel estimates. We model imperfect CSI through a Gauss-Markov uncertainty of the form [38] 
where 0 ≤ α ≤ 1 denotes the channel uncertainty. α = 0 and α = 1 correspond to perfect channel knowledge and no CSI knowledge, respectively. The entries ofḠ i are e j θ with θ be a random phase uniformly distributed within [0, 2π). (32), we model the channel uncertainty of the channels H i j , i, j = a, b. We set the number of antennas as in Fig. 9 , and construct the precoding matrices V a and V b with the estimated channels.
From Fig. 10 , it can be observed that the achievable secrecy rate drops with the increase of uncertainty in the channels G i , i = a, b, or the channels H i j , i, j = a, b. This should be expected, since the eavesdropping channels G i , i = a, b, and also the self-interference channels H ii , i = a, b, enter in the construction of the precoding matrices. We should note that, when the self-interfering channels, i.e., H ii , i = a, b, are unknown, we are not able to obtain a precoding vector along which the message signal does not interfere with the unintended user. Thus, in Table II all d i j 's are zero except that d 24 = 4, which, combined with Table IV , indicates completion of the construction after selecting one precoding vector pair from Sub 24 . With the constructed precoding matrix pair, the maximum sum S.D.o.F. of 2 is achieved. Moreover, since the construction is independent of the channels H i j , i, j = a, b, as expected, in Fig. 10 the achievable secrecy sum rate remains constant as α increases.
VII. CONCLUSION
We have examined the maximum achievable sum secrecy degrees of freedoms (sum S.D.o.F.) for a multiple-input multiple-output (MIMO) Gaussian wiretap channel, where Alice and Bob operate in FD mode, i.e., exchanging confidential messages at the same time, and a passive eavesdropper who wants to wiretap the confidential messages from both Alice and Bob. We have addressed analytically the sum S.D.o.F. maximization problem. We also have constructed precoding matrix pairs which achieve the maximum sum S.D.o.F.. Numerical results have revealed the advantages of the proposed secrecy transmission scheme over existing schemes. The proposed scheme outperforms all comparison schemes in terms of the achievable average secrecy transmission rate. Since the proposed scheme provides closed-form precoding matrix pairs, it also has a computational advantage over the WLSM scheme proposed by [33] . Also, the proposed secrecy transmission scheme is robust to self-interference, and also robust to the conventional vulnerable positions of Eve, i.e., the position with x = 0. Further, if properly designed, co-channel interference is helpful in improving the overall secrecy rate throughput. Finally, apart from the advantage of higher spectral efficiency, the FD based network also provides a good structure in terms of keeping messages secret. matrix pair (V a , V b ) ∈Î where G a V a = G b V 
Since all channel matrices are assumed to be full rank, it holds that rank{G b V b } = min{K b , N e }. In the sequel, we will consider two distinct cases, i.e., K b ≥ N e and K b < N e .
A. For the Case of K b ≥ N e
It holds that rank{G b V b } = N e . Denote Due to (38) , it holds that span(G a V a T a1 ) = span (G b V b T b1 ). Thus, there exists some invertible matrix A, such that 
B. For the Case of K b < N e
It holds that G a V a and G b V b are full column rank. Let P v and P w be the projection matrix of G a V a and G b V b , respectively, i.e.,
By (38) , it holds that P v = P w . Thus, G a V a B = G b V b C. Moreover, since both B and C are full row rank, it holds that 
